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1 Overview

1 Overview

You received the AppBlaster as part of the developer pack for TWN4, which is distributed as a zip
file.

AppBlaster is a program, which allows to configure and program TWN4 for a specific application.
There are three ways to prepare TWN4 for operation:

1. Directly program an appropriate firmware image into TWN4

2. Interactive configuration of TWN4 with AppBlaster

3. Write an App for TWN4 in programming language C

Moreover, TWN4 now can be configured with configuration cards via RF interface:

7 SppBlaster V205 - X

Program

Firmuware Image

Configurable
Project

Source Code : ‘ TWN4 CONFIGURATION CARD
- Project
I Im: configur render
1

For usage of configuration cards, please see separate document "TWN4 Configuration Cards".
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2 System Requirements ELATEC

2 System Requirements

There are the minimum system requirements for a serious use of the TWN4 developer pack :

» Operating system: Microsoft Windows 7 or later, 32 or 64 bit

Microsoft .NET Framework 4.7.2
» Processor (CPU): 2 GHz

Hard Disk: 100 MB

RAM: 4 GB
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3 Installation ELATEC

3 Installation

You received AppBlaster as part of the developer pack for TWN4, which is distributed as a zip file.
In order to install the package, please follow these steps:

« Create an empty directory on your hard disk

» Unzip the entire content of the zip file into this empty directory

* The program AppBlaster can be found in the top directory of the TWN4 developer pack.
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4 Starting AppBlaster

4 Starting AppBlaster

In order to start AppBlaster, move to base directory of the installed TWN4 developer pack and execute
program AppBlaster.exe. The start dialog appears:

J AppBlaster v3.18 — ot

Project  Tools

Program
Firmware Image

Configurable
Project

Source Code
Project

The start dialog offers three choices.
Depending on the task being achieved, click appropriate button:
+ Button "Program Firmware Image": Program TWN4 with a firmware image

+ Button "Configurable Project": Start a new project for TWN4, where setup is done via an interactive
configuration.

+ Button "Source Code Project": Write your App for TWN4 in C programming language.
Additionally, an existing project can be loaded from disk via selection in the menu.

* Menu "Project - Load": Load a previously saved project. This might be either a configurable project
or a source code project.
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5 Programming Firmware Image

5 Programming Firmware Image

If you got a compiled firmware image, there is the possibility to program such files from within AppBlaster
into a TWN4 device. In order to do this, click button "Program Firmware Image" in the start dialog. Another
dialog opens:

J Program Firmware Image = O x

Firmware Image: |

Select Image

Step 2

Program Image

Mezssages

Follow these steps:

1. In "Step 1" choose the file of interest by clicking button "Select Image". Another way is to enter
the known path and file name directly into the text box. The file extension for appropriate firmware
images is ".bix".

2. In "Step 2" click button "Program Image". This will immediately start the programming sequence.
After a few seconds, the step will be completed.
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6 Read Version of Connected USB Devices

Following steps:

1. In the start dialog click button "Program Firmware Image". The dialog "Program Firmware Image"

appears.

2. Click "Read Version" from the tool bar. AppBlaster lists all TWN4, which can be found on the USB

bus.

7 Program Firmwagelmaage

ing aRead‘u‘ersion

Firmware Image: |

Step 2

Messages

Select Image

Program Image

Connected TWN4s:

(1) TWN4/Bl.0%/NEL3.12/5TD2.02
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RFID Systems

7 Programming Firmware of BLE Module

Following steps:

* In the start dialog select Tools - Program BLE Module. A dialog opens, which guids through the next

steps.

Project

J AppBlaster V4.05.04 — b4

Toels

Manage TWN4 Device Security

Program Firmware of BLE Module

Setup TWN4 for Safetrust
Setup TWN4 for Kleverkey
Setup TWN4 for Mobile Badge BLE NFC

Configurable
Project

Source Code
Project
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7 Programming Firmware of BLE Module

+ In "Step 1" choose the file of interest by clicking button "Select Image". Another way is to enter the
known path and file name directly into the text box. The file extension for appropriate BLE firmware
images is ".gbl".

* In "Step 2" click button "Program Image". This will immediately start the programming sequence.
After a few seconds, the step will be completed.

§ Program Firmware of BLE Module = O *

j’ Settings

Step 1

Fimmware Image:

Select Image

Step 2

Program Image

Messages
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8 Configurable Project

In order to create a configurable project, click button "Configurable Project" in the start dialog. Another

dialog appears, the project dialog.

This project dialog is separated into several sections, which allow user input and do output from the pro-

gram:

« Tool Bar: Buttons in the tool bar let you start specific actions at any time

more, error messages are displayed in this area.

Action Details: For every action item, there are details which can or must be entered

§ Configurable Project

Tool Bar

- (] X

= - —
[U Save .@“‘" Create Image é Program Image B Create Config Card Read Card Info j‘ Settings ]

[ Action ltems

=

Application Template
[ Transponder Types

fTransponder 1ypes

Add Transponder Type

; Category: Type:
- Prefin/Field Delimiter/Suffic Nlegnry =
+~ Behavior/Signalling Al LF {125kHz/134.2kHz)
+~ Options All HF {13.56MHz)
. Securiy 150744434
. . 150144438
Version Information 15015693
MIFARE
- LEGIC
Action e eecmenBontion Detail
lost Ca
BLE (Bluetooth Lcmt I 1E) n eta I S
Items e
Add
Active Transponder Types
Search Order:
Remove
! -
(Messages

l—|]

Messages

Action ltems: There are several action items, which can or must be done to complete a project

Messages: AppBlaster is giving feedback on actions, which are started from the tool bar. Further-

Once a configured project has been started, there are several steps, which must or can be followed.
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8.1 Step 1: Select an Application Template

AppBlaster is delivered with several Application Templates ("template"). A template defines the type of
application to be created. The selection of the template has an impact on the supported hardware and
functionality. Even though, the selection must be done carefully, AppBlaster makes the choice of appro-
priate template easier, because the templates supplied with the latest developer pack do not distinguish
between the supported type of hardware.

A template, which supports several types of hardware is called MultiBIX-template. It can be recognized by
the word "Multi" in the file name instead of "Core", "Mini" or "Nano". If a template can only support a single
type of hardware, it is still delivered as a normal template, e.g. "Nano" for the OSDP template, because
the entire TWN Palon series is based on the Nano-type of hardware.

Notes:

« If a MultiBIX-template is selected, the resulting firmware image is also a MultiBIX firmware image
and therefore can be installed on multiple types of TWN4 hardware.

* Please contact ELATEC GmbH, if non-MultiBIX-templates are required for special purposes, e.g.
programming TWN4 with older tools, which cannot be replaced easily.

The list of available templates can be filtered by the support of a specific type of hardware. This is accom-
plished by the selection in the combo box "Filter Templates".

¥ cConfigurable Project O x
u Save {?'j_' Create Image é Program Image E Create Config Card . Read Card Info j‘ Settings
Action ftems Application Template 1
- Application Template
Tral?sponder Tﬂ:.es § Fitter Templates:
&~ Prefie/Field Delimiter/Sufic
Behavior/Signalling Show all templates e
-~ Optiens Avaiable Templates: \ )
- Security Mulh CDC V4 05, App Standard V204

= Version Information

eyboard V4.05,
Nano CDC V4.05, App OSDP V1.20

4 Select Template

Selected Template
Multi Keyboard V4.05, App Standard V2.04

Mezzages

1. Select appropriate template in the list box "Available Templates”. Currently, there are three templates
available:

+ USB CDC (virtual COM port) with configurable standard app
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8 Configurable Project ELATEC

+ USB Keyboard with configurable standard app

+ USB CDC with configurable OSDP stack (typically programmed via USB and normal operation
with built-in RS-485 interface).

2. Double click template or click button "Select Template"
3. The selected template is displayed in a text box.
Note:

* If you would like to operate TWN4 via RS-232, selecting CDC or keyboard makes no difference.
RS-232 is supported by both types of templates identically.
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8.2 Step 2: Add Transponder Types

In your specific application, one, two or even more types of transponders might be involved. Here are the
typical steps through the dialog in order to add one type of transponder:

§ Configurable Project - [m] X
u Sa G}".: Create Image é Program Image ﬂ Create Config Card Read Card Info j‘ Settings
Actiorfltem: Transponder Types
Add Transponder Type
Categary: Type:
) Al _g{MIFARE Classic
Al LF {125kHz/134 2Hz) MIFARE Ulkralight
Al HF (13.56MHz) MIFARE Ulralight-C
150144434 MIFARE DESFire
150144438 3 N
.. fersion Information ’ 53 >
LEGIC
HID
[™lLICE (Host Card Emulation)
BLEYBhustooth Low Energy) 4
Solutions
i e
Active Transponder Types
MIFARE Classic (UID, any length) Search Order:
Remove
Messages
€ >

Following (sub-)steps:
1. Select "Transponder Types" from "Action ltems".

2. The list box "Category" divides all technologies ("types") supported by TWN4 into several criteria.
A supported technology can be listed under several positions depending on their properties. E.g.
"MIFARE Classic" can be found under "All", "All HF (13.56MHz)", "ISO14443A" and "MIFARE".

3. Selecting a specific category lists all available technologies belonging to that category in the list box
llTypell-

4. Once the wanted type is selected, the button "Add" can be clicked. As a result, the selected type is
added at two places in the dialog:

a) In the list of "Active Transponder Types"
b) In the list of "Transponder Types in "Action ltems"

Continue with item 2, if the application requires more types of transponder to deal with.
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8.2.1 Remove Transponder Types

If a transponder type was added unintentionally, it can be removed.

Action ttems
- Application Template
- Tragsg Tpes

#1- MIFARE Classic {UID, any length
[ EM4¢02 (LID. 40 bits)
sl LEGIC Prime (UID, any length
- Prefix/hie et

- Behavior/Signalling

- Options

- Security

- Version Information

Transponder Types
Add Transponder Type

Category: Type:

Al 150144434 (UID)

Al LF i125kHz/134.2kHzi 150144438 (UID)
|S015693 (UID)

150144434

150144438 LEGIC Advant IS0144434

15015683 LEGIC Advart 1SC15653

MIFARE MIFARE Classic

LEGIC MIFARE Ultralight

HID MIFARE Utralight-C

HCE (Host Card Emulation)
BLE (Bluetooth Low Energy)
Solutions

MIFARE DESFire
Calypso

Cepas
HIDICLASS/SEOS
FeliCa

MIFARE Classic (UID, any length)
EM4x02 (1D, 40 bits)
| EGIC Prime {UID, any length)

1. Select "Transponder Types" from "Action Items".

Add

Search Order:

t 3

Remove

2. In the list box "Active Transponder Types" select transponder type to be removed.

3. Finally, click button "Remove" to remove the transponder type in question.
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8.3 Step 2a: Specify Data Source

The data source specifies the place on a transponder, where data in question is stored. Depending on the
type of transponder such storage places are called UID, sector, block, segment, page, file or something
similar. In many cases, simply the UID should be read ("data source") from the transponder. It is the default
setup, once a transponder type is added.

The specification of the data source depends on the selected type of transponder. In many cases and by
default, the UID is treated as data source.

Here is an example, how a block within a sector of MIFARE Classic can be used as data source:

Action ftems Data Source / Bit Count

+~ Ppplication Template
- Transponder Types

M [
Read data from transponder:
Bitlanipulation
i Quitput Format
uio w
- EM4x02 (UID, 40 bits) O i
+- LEGIC Prime {UID, any length)
- Prefix/Field Delimiter/ Suffix ) .
- Behavior/Signalling ® Data Key: |FF FF FF FF FF FF | (Hex)
- Options Key Type: | Key A ~
- Security
- Version Information Sector: |3
Block: |1
Offset: |0
Byte Count: |4

+ Instead of reading UID choose "Data", which means read data from a specific block in a sector of
MIFARE Classic.

» Specify the key, which gains access to the sector in question. There are some well-known default
keys, which can be selected directly from the combo box.

+ Select the sector number (0 to 15) in question.
+ Select the block number (0 to 3) within the sector.
+ Select offset within the block, where the data is stored.

» Finally, select the number of bytes, which data in question occupies. Depending on the specified
offset, this can be up to 16 bytes (the size of a MIFARE block).

Notes:

» For other types of transponders, the specification of the data source can be different but works in
similar manner.

« Many transponders do allow specification of UID as the only source of data.
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8.4 Step 2b: Specify Bit Manipulation

Action kems Bit Manipulation
- Application Template
— Transponder Types
| - MIFARE Classic (Sector 3) Convert Data
i DS, Count
© Do not convert

Prefix/Field Delimiter/ Suffix () Convert ASCII ({decimal) to binany

i~ Behavior/Signalling () Convert ASCII fhexadecimal) to binary
i General Options
Device Security
. Version Information

Bit & Byte Order
[ Reverse Eit Order
[C] Reverse Byte Order
Append Bits

0 = Bits

Convert data:
Do not convert: Data remains unchanged

Convert ASCII (decimal) to binary: Data (the bytes read from the transponder) is interpreted as a decimal
number in ASCI| format:

Example: "1234" (0x31 0x32 0x33 0x34) => 0x00 0x00 0x04 0xD2

Convert ASCII (hexadecimal) to binary: Data (the bytes read from the transponder) is interpreted as a
hexadecimal number in ASCII format:

Example: "12AB" (0x31 0x32 0x41 0x42) => 0x00 0x00 0x12 OxAB

Note: Data must be a multiple of 8 bits, in other words a sequence of bytes.

Reverse Bit Order:

Example: 0x12 0x34 => 0x2C 0x48

Reverse Byte Order:

Example: 0x12 0x34 => 0x34 0x12

Append Bits:

Example, append 16 bits: 0x12 0x34 (16 bits) => 0x12 0x34 0x00 0x00 (32 bits)
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8.5 Step 2c: Specify Output Format

Action ltems Output Format

+ Application Template
=B Transponder Types
- MIFARE Classic: {Sector 3) Field 1

i i-Data Source / Bit Count Output Bits: Output Format:

i
@ Al Bits O Binary
Tl Bidfis) O Octal
G- LEGIC Prime (UID, ary length) O Some Bits O Decinal
Prefix/Field Delimiter,Suffix First Bit: |0 2
- Behavior/Signalling (®) Hexadecimal Move Field
Options Mumber of Bits: |32 =

. Security O AsCll ‘ ‘

- Version Information

Prefix Length of Output:
(®) Automatic
() Bxact 0 = | Digits
() Maximum

Remove Field
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8.6 Step 3: Specify Prefix, Delimiter, Suffix (Optional)

AppBlaster allows to specify prefix, delimiters and suffix for the output data. There are several special
characters available, which might be helpful for the specific project. By default, there is no prefix sent, no
delimiters and "Enter" is sent as the suffix. Delimiters separate fields specified in the output format. Two
or more fields are needed for a delimiter being sent.

Note: Due to the nature of AppBlaster, which passes the data entered in this dialog to a C compiler, all
non-printable characters must be entered with a backslash as preceding character. Following escape
sequences are supported:

Escape Sequence | Hex Value | Character Represented
\a 0x07 Alert (Beep, Bell)
\b 0x08 Backspace
\e 0x1B Escape character
\f 0x0C Formfeed Page Break
\n 0x0A Newline (Line Feed)
\r 0x0D Carriage Return
\t 0x09 Horizontal Tab
\v 0x0B Vertical Tab
\ 0x5C Backslash
v 0x27 Apostrophe or single quotation mark
\" 0x22 Double quotation mark
\nnn any The byte whose numerical value is given by nnn interpreted as an
octal number
\xhh... any The byte whose numerical value is given by hh... interpreted as
a hexadecimal number. The sequence of hexadecimal numbers is
terminated by a non-hexadecimal character or end of the string

Source: Wikipedia, Escape sequences in C
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¥ configurable Project - O x

e
Save * Create Image Program Image Create Config Card  |?| Read Card Info Settings
{‘g g g g g ! g

Action tems Prefix/Field Delimiter/Suffix
Application Template Prefix
[#- Transponder Types

Prefix/Field Delimiter,/Suffix | |

Behavior/Signalling

: ESC\ZE | Enter | |Line Feed | ‘ Tabulator | ‘ Delete |

i Version Information Field Delimiter

| |
| Enter ||LineFeedHTabuIa10rH Delete |

Suffix
v |

| Enter ||LineFeedHTabuIa10rH Delete |

Messages
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8.7 Step 4: Signalling/Behaviour (Optional)

During operation of TWN4, there are several types of events, where action can take place. These events
are

« Startup
When TWN4 is turned on or performs a reset, the event occurs.

* Found Card/Transponder
When a transponder enters the RF field of TWN4, the event occurs.

» Card/Transponder Timeout
When a transponder leaves the RF field for a specific time, the event occurs. The timeout value can
be adjusted.

By default, following actions take place:

+ Startup
Turn off red LED, turn on green LED, sound a low/high beep at 30% volume

» Found Card/Transponder
Let red LED blink, turn off green LED, sound a high beep at 100% volume

+ Card/Transponder Timeout
Turn off red LED, turn on green LED. The timeout value is set to 2 seconds.

The behaviour can be adjusted to specific requirements coming from the application. A simple modification
could be to suppress any output from the beeper. In this case, select "No Beep" for all three types of
events.

§ Configurable Project - O x
u Save 1:’:-_".: Create Image é Program Image E Create Config Card Read Card Info j‘ Settings
Action ltems Behavior/Signalling

+ Application Template
Transponder Types

- Prefix/Field Delimiter/Suffic LEDs
-~ Options o LIS B Vol
i Version Information - e e oume
On Startup: | Off ~ | Off ~ || On ~ | | Low-High ~ | [30% ~
On Card Found: | Blink  ~ || OF ~ || Off ~ | | High (100
On Card Timeout: | OFf ~ || Off ~||0n ~ | | No Beep (100

Timeout Value: | 2 Seconds ~

Standard

Meszages

-
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8.8 Step 5: Specify Options (Optional)

In this section some special requirements for the application can be set up.

¥ Configurable Project - O x
i
U Save {a‘:’ Create Image é Program Image j’ Settings
Action ftems Options

- Application Template
i Transponder Types

- Prefix/Field Delimiter, Suffix [] Accept Configuration Cards Accept Upgrade Cards
Behavior/Signalling

Definitions: |
- Version Information

USB Keyboard Rate: | 50 Chars/s ~
USB Keyboard Layout: | English V
USB Keyboard Send ALT: | OFf w
US5B Serialnumber: | Off w
USB Remote Wakeup: | Off -
Execute App: | Auto ~

Host Channel: | Default {Cable detect) ~

Watchdeg: |On ~
Standard

Mezzages

-
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8.9 Step 6: Specify Security Information

With AppBlaster V4, the concept of TWN4 Device Security is introduced. There is a separate document
"TWN4 Device Security", which explains the subject in detail.

J Configurable Project — O x
] il

u Save @“"" Create Image é Program Image j‘ Settings

Action tems Security
Application Template
Transponder Types

i+ Prefin/Field Delimiter/Suffic

i Behavior/Signalling

Security: [ Activated Secfr?tlye‘glud(

‘.- Veersion Infommation

Mote: Using security requires TWN4 with boot loader V1.20 or later.

Messages

- _______________________________________________
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8 Configurable Project

8.10 Step 7: Specify Version Information (Recommended)

It is recommended to use a standard naming scheme for the firmware image. The information contained in
the file name of the firmware image will be used at several places and allows recognition of correct version
of a firmware image or TWN4.

Version information of TWN4 is therefore identical under following conditions:
* The name of the firmware image file itself.
+ Information contained on the label of TWNA4.

+ Version information returned by the application running on TWN4. This is applicable for firmware,
which allows request for the firmware version and is achieved via the system function GetVersionString.

 Version information returned by USB as product string

AppBlaster supports the naming scheme by offering a dialog, where appropriate information can be en-
tered:

* App Characters: These characters are 1 to 4 letters (‘'A’-’Z’) or digits ('0’-'9’). Please use at least 2
characters which identify the project.

» Version: The version always consists out of 3 digits, which can be set up here.
» App Description: You may do a short description of the project here.

Note: In front of every image which can be created there is a check box, which allows you to turn generation
of that image on and off. For non-PAC images there is only the option to select a single image. For PAC
images, there are choices to create images for several purposes.

J Configurable Project = ] X
fO3 -
u Save {é} Create Image é Program Image j’ Settings
| |
Action fems Version Information
+ Application Template Version
i Transponder Types App Characters:  TEST Version: |1 |2 0 EHI0 & |
Prefin/Field Delimiter/Suffix
Behavior/Signalling App Description:  Test Project |
General Options |
| i Device Security Project
" " |
B Version Information Project Path:  Apps
Project:
Fimware Images
Firmware Image: @ TWHN4_xKx507_TEST100_Test_Project hix
Messages
Searching for available templates:
| File "TWN4_WNCx507_DAC201 Nano DAC Standard.abt™: OK
File "TWN4_x=Cx507_STD207 _Mulci CDC Standard.abt": O
File "TWN4_xEx507_STD207_Multi_ Keyboard Standard.abt™: OK
Select template: OK
Searching for available templates:
File "TWN4_NCx507_PRC301 Nano_PRC Standard.abt": Not compatibkle to this project.
File "TWN4_xCx507_STD207_Multi_ CDC_Standard.abt"™: OK
File "TWN4 xEx507 STD207 Multi Keyboard Standard.abt™: OE

Page 25 of 44



8 Configurable Project ELATEC

8.11 Step 8: Create Image

Before a configuration can be tested, the firmware image must be created.

In order to create the firmware image, click button "Create Image". If the project never was saved before,
the project will be created in the sub directory "Apps". Otherwise, it will be created, where the project file

resides.
J Configurable Project = [m] X o
&
| u Save Program Image /’ Settings |
|

Action tems Version Information

+ Application Template Version
i Transponder Types App Characters:  TEST Version: (1 |2 . |0 [0 & 1
Prefix/Field DelimiterSuffic -
Behavior/Signalling App Description:  Test Project

General Options |
Device Security Project

< Project Path:  Apps

Project:

Fimware Images
Firmware Image: @ TWN4_xKx507_TEST100_Test_Project bix

Messages

—————— Create Image
Following imsges are being built:

TWN4_xKx507_TEST100_Test_Project.bix

|| |compiling/Linking

Creating images with device security turned off
Creating firmware image

Cleaning up folder

Done .

: _
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8.12 Step 9: Program Image

If the firmware image was created successfully it can be programmed into TWN4.

In order to program firmware image, click button "Program Image".

EO: -
| u Save @"‘" Create Imagel LA Program Image /‘ Settings

J Configurable Project

Action kems Version Information
Application Template Version
i~ Transponder Types App Characters: TEST

Prefix/Field Delimiter/Suffic
Behavior/Signalling App Description:  Test Project

General Options

Project
Project Path:  Apps

Project:

Fimware Images

Fimware Image: @ TWN4_xKx507_TEST100_Test_Project bix

-
Messages

Starting boot loader: OE

Connecting... OK

Bootloader: V1.€4 (TWN4 Nano)

Firmware before programming: TWN4 Nano, V5.07, CDC
Checksum of image: OK

Check compatibility: OE

DProgramming Firmware: OF

Programming App: OE

Firmware after programming: TWN4 Nano, V5.07, Eeyboard
Restarting: OK

Done .

.’_!
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8.13 Step 10: Save Project (Recommended)

After finishing work, you may save entire information in a project file. Compared to the production image,
the project file allows to modify settings of the configuration later, the production image does not.

As a suggestion, AppBlaster will choose the name for the project file identical to the name of the production

image.

) Configurable Project

.E;:'.”' Create Image é Program Image j’ Settings

0 EHPE B

Action tems Version Information

- Application Template Version
ransponder Types App Characters:  TEST Version: |1 =
refin/Field Delimiter, Suffic
ehavior/Signalling App Description:  Test Project
eneral Options
evice Security Project

: Project Path:  Apps

Project:

Fimware Images
Firmware Image: @ TWN4_xKx507_TEST100_Test_Project bix

Messages

Starting boot loader: O

Connecting. .. OE

Bootloader: V1.€4 (TWN4 Nano)

Firmware before programming: TWN4 Nano, V5.07, CDC
Checksum of image: OK

Check compatibility: OK

Programming Firmware: OF

Programming 2pp: OK

Firmware after programming: TWN4 Nanc, V5.07, Keyboazd
Restarting: OK

Done .
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9 Configurable Project (PAC, OSDP, Wiegand)

The chapter above explained, how to configure a standard App. Additionally, there is the possibility to
create an App for physical access (PAC). This means the reader is working in either one of the two modes
OSDP or Wiegand.

Please note that the signalling is configured in a different way, because it can also be under the control of
the host (controller).

Even though, it is possible to install a PAC application on other reader models, it is only supported by
devices, which are part of the TWN4 Palon and Secustos family.

To create an PAC App please select a template:

Application Template

Filter Templates:
Show all templates e

Available Templates:

Mutti COC V5.07, App Standard V2.07
Multi Keyvboard V.07, App Standard V2.07

MNano COC W5.07, App PAC Standard V3.01

Select Template

Active Template:
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9.1 PAC Settings - General

9.1.1 General - Mode of Operation

Depending on the kind of connection between controller and the device, the very first decision is the mode
of operation, which is either OSDP or Wiegand.

Action tems General

- Ppplication Template Mode of Operati i i

; peration P i LED M;

& o setrgs roperties apping

Configure
o with Seco App
Tou Operating Mode:

. © 0sDP —
- Output Format (Wiegand) () Wiegand =

- Transponder Types
General Options
i Device Security
.- Veersion Information

9.1.2 General - Properties

Set up further properties of TWN4 according to your requirements. A hovering tool tip is showing details
about the specific option.

¥ Configurable Project = m} X
u Save .5‘-:'. Create Image é Program Image j’ Settings
Action ftems General
Aup\icahc.m Template Mode of Operation  Froperties  LED Mapping o
(- PAC Settings Specify, if the feature to configure the reader
- with the Seco App is turned off ('Never) or on.
QsDP Additonally, the duration can be configured of
Wiegand ) } : how long the feature is available after power up.
(= Touchpad & Backlight Configuration with Seco App:
-~ Settings Enabled after power cycle:
- Output Format (Wiegand) =
-~ Trangponder Types |_] Tampering Needed
- General Options B
Device Securty )
Version Information Beeper Frequency:  High v (]
Beeper Volume:  50% ~
Misc:
FIN & Card Timeout: 2 Seconds bl
Sensitivity Proximity Sensor:  40% ~ O
Transponder Search Mode:  Continuous ~ O
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9.1.3 General - LED Mapping

Set up LED mapping of TWN4 according to your requirements:

Action tems General

¢~ Application Template Mode of Operation  Properties LEDMaDDIng

=-PAC Settings
- General i
M, :
-Q50P PP
- Wiegand D Color Physical LEDs t ‘
- Touchpad & Backlight 0 RGB o1
- Settings 1 Green o1 Add
Output Format (Wiegand) 2 Red o1
- Transponder Types
- General Options Edit
i Device Security
- ersion Information Delete
LED-Layouts:
Secustos  Palon Light, Squars  Palon

bijealoz
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9.2 PAC Settings - OSDP

9.2.1 OSDP - Properties

Set up properties of TWN4 according to your requirements:

Action fems Q5DP
+ Ppplication Template

Properties  Securty Local Event Handling

=1~ PAC Settings

i General

Q5DP

Wiegand
Touchpad & Backlight
Settings

Output Format (Wiegand)
Transponder Types
General Options

i Device Security

- Version Irformation

9.2.2 OSDP - Security

Action ttems

- Application Template
[=)- PAC Settings
(- General
QSDP
- Wiegand
[=)- Touchpad & Backlight
Settings
. Output Format (Wiegand)
- Transponder Types
- General Options
- Device Security
- Wersion Information

R5-485 Interface:
Address:

Baud Rate:
RS-485 Temination:

R5-485 Bias:

Misc:

Host Interface:

0OS5DP Protocol Options:

Report Card Data:

Report Keypad Data:

Set up security of TWN4 according to your requirements:

OSDP

5600
On

com

RAW message

KEYPAD message

Properties Secuity Local Event Handling

Secuity:  {Securty OF

SCRK_D:
SCBK:

Masterkey:

(Hex)
(Hex)
(Hex)
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9.2.3 OSDP - Local Event Handling

Set up local event handling of TWN4 according to your requirements:

Note: Events for OSDP are set up independently from the events for Wiegand.

Action ftems 0SDP
+ Application Template
- PAC Settings

i General

-0SDP

Propertties  Securty Local Event Handling

Locally Executed Actions:

- Wiegand
Touchpad & Backlight Event Action Parameter t ‘,
. Settings Startup Blink LED 100, Amber/Black, 500ms.500ms
-Output Format (Wiegand) Startup Beep 100ms Add
Transponder Types Card found LED On IDO. Green
General Options Card found Beep 200ms )
-~ Deviee Securty Timeout LEDOF DO =
- Version Information Online LED On D0, Blue
Online Beep 300ms Delete
Offline Blink LED ID0, Blue/Black, 500ms/500ms
Cffline Beep 100ms
Fimware update  Blink LED ID0, Red/Blue, 200ms./500ms
Key pressed Beep 100ms
Enter pressed () Beep 100ms
Delete pressed () Beep 100ms
Wait for card sc... Blink LED ID0, Green/Black, 500ms/500ms
Start smart config  Blink LED 100, Magenta./Black, 500ms/500ms
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9.3 PAC Settings - Wiegand

9.3.1 Wiegand - Local Event Handling

Set up local event handling of TWN4 according to your requirements.

Note: Events for Wiegand are set up independently from the events for OSDP.

Action tems

- Application Template
- PAC Settings

i - General

-~ QS0P

g VViegand|
uchpad & Backlight
- Settings

o Output Format (Wiegand)
- Transponder Types

- General Options

- Device Security

- Version Information

9.3.2 Wiegand - Interface

Wiegand

Local Evert Handling  Interface

Locally Executed Actions:

Event Action
Startup Beep
Card found Beep

INT went low LED On
N7 went high LED Off
IN2 went low LED On
IN2 went high LED Off
M3 went low Beep On
M3 went high Beep Off
Key pressed Beep
Enter pressed (#) Beep
Delete pressed (") Beep
Start smart config  Blink LED

Parameter t ‘

100ms
200ms Add
ID1, Green
D1

ID2, Red
D2
<none Delete
<none>

100ms

100ms

100ms

ID0, Magenta/Black, 500ms/500ms

Change these settings only for very special requirements. You can restore standard values for Secustos
and Palon at any time by clicking the according button on the lower right of the dialog.

Action tems

Application Template
[ PAC Settings
G

- Wiegand

- Touchpad & Backlight

‘... Settings

- Output Format (Wiegand)
- Trangponder Types

- General Options

i Device Security

- Veersion Information

Wiegand

Local Event Handing  Interface

Outputs:
Data 0:
Data 1:
Pulse Time:
Interval Time:
Guard Time:
Inputs:

Invert
GPIDS v O
GPIDG v (]
100 =] (10-1000us)
1000 <] (100-10000 us)
10 <] (1-1000ms)

The mapping of inputs is
accomplished by setting
up appropriate events

Set Standard Values
{Secustos, Palon)
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9.4 Touchpad & Backlight

9.4.1 Settings

Set up properties of touch and backlight according to your requirements. A hovering tool tip is showing
details about the specific option.

9.4.2 Output Format (Wiegand)

¥ Configurable Project

u Save .:a_*" Create Image é Program Image ’ Settings

Action kems

- Application Template

E| PAC Settings

H General
--0SDP

H Wiegand

: Settings

: Output Format (Wiegand)

Transponder Types

eneral Options

Device Security

L. Version Information

Touchpad Backlight

Properties

Touchpad & Backlight :
Keypad Mode:

Brightriess (Low Light):
Brightness {High Light):
Backlight Timeout:
Brightness Control:

Tum Backlight On

Keyboard Senstivity

Select mode of operation of the keypad,
Off: Keypad is turned off

On: Keypad is turned on, input is possible at any time
PIN after Card: Keypad is turned on after a card was
detected. During this time, input from the keypad is
sent to the controller. The keypad is turned off after

the 'Card Timeout' time has passed w/o input.

50%

0%
30 Seconds
Off

B Proximity Sensor
B Transponder Detection

B Key Pressed
min standard max

Set up properties of touch and backlight according to your requirements. A hovering tool tip is showing
details about the specific option.

Note: While the output format of OSDP is standardized, the output for Wiegand may vary depending
on the type and model of the controller. Please contact the provider of the controller for format related

information.

Action ttems

5---App|icatinn Template
[=- PAC Settings

- Wiegand

Touchpad & Backlight
Settings

Output Format (Wiegand)
Transponder Types

General Options

Device Security

- Veersion Information

Output Format {Wiegand)
Data (8 Bits)

First Bit:

Number of Bits:

Wiegand Format:
Input Data (8 Bits):
0

D|D|D|D|D|D|D|D
0 ]
‘Wiegand Output (8 Bits):

0 g

D|D|D[D|D|D|DD
0 ]

0 = 0.7
3 = (1.8
[C] Reverse Bit Order
[ Invert Bits

Move Field
-« »

Add Parity
Add Data
Add Constant

Remove Field
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10 Source Code Project

For several reasons, there might be a need for creating a configuration, which is not covered by a config-
urable project:

» There is some source code, you got from 3rd party.

* You have some specific requirements for reading data from a transponder, where data is in some
tricky data section of the transponder or some kind of special authentication is required to do reading
of data.

» There is a requirement to change entire behaviour of TWN4. This could be e.g. implementing some
kind of host based communication, modifying behaviour of beeper, LEDs or doing input/output via
other interfaces of TWN4.

The way out of this situation, which is offered by AppBlaster, is to create a project based on custom source
code. This is called source code project.

In order to create a source code project, click button "Source Code Project” in the start dialog. The project
dialog appears in a somewhat reduced version because - compared to a configurable project - most of
setup is not needed here.

§ Source Code Project - O x
u Save {é_".:' Create Image é Program Image E Create Config Card Read Card Info j‘ Settings
Action ltems Application Template

Application Template
- Source Code Module

i Fitter Templates:

Cptions
- Security Show all templates “
- Wersion Information Available Templates:

Muti CDC V4.05, App Standard V2.04
utti Keyboard V4.05, App Standard VZ.04
Nano CDC V4.05, App O5DP V1.20

< >

Select Template

Selected Template
Multi Keyboard V4.05, App Standard V2.04

Meszages

Searching for available templates:
File "TWN4_NCxd405_0SDP120_Nano_CDC_OSDP.abt": OK

File "TWN4_xCxd05_STD204_Multi_CDC_Standard.abt™: OK
File "TWN4_xKxzd405_STD204_Multi_Keyboard Standard.abt": OK
TWN4 CONFIG Programmer connected.
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10.1 Step 1: Specify Type of USB

TWN4 can be programmed to act as several different type of USB. Select action item "Type of USB
(Template)" in order to select appropriate operating mode.

10.2 Step 2: Specify Source Code Module

Click button "Select Source" to select the file, which contains the source code in question.

¥ sourceCode Project — O x
ok . -
u Save @'}" Create Image é Program Image E Create Config Card Read Card Info /‘ Settings
Action tems Source Code Module

+ Application Template
Source Code Module
Cptions

- Security

‘... Version Information

Source File Name:  App_SMF5101_Sample_File_System.c

Source Path:  D:ATWMN4DevPack AppstSamples\File System

Meszages

Searching for available templates:

File "TWN4_NCxz405_0SDP120_Nano_CDC_OSDD.abt": OK

File "TWN4_xCxzd405_STD204_Multi_ CDC_Standard.abt™: OK

File "TWN4_xKxzd405_STD204_Multi_Keyboard Standard.abt": OK

TWN4 CONFIG Drogrammer connected.

Checking for manufacturing information: Successfully stored manufacturing information.
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10.3 Step 3: Specify Options (Optional)

In this section, you may specify definitions, which are needed to compile the application for a specific
purpose. A typical use-case is e.g. the definition of DEBUG, which activates additional diagnostic output
by the App. The specific behavior itself must be implemented by the programmer.

J Source Code Project

u Save @_".*' Create Image é Program Image j’ Settings

Action ftems Options

- Application Template
i Source Code Module

- Veersion Information

Definitions: |DEBUG

Mezzages

-
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10.4 Step 4: Specify Security Information

With AppBlaster V4, the concept of TWN4 Device Security is introduced. There is a separate document
"TWN4 Device Security", which explains the subject in detail.

¥ Source Code Project - [m] X
U Save @“'."1 Create Image é Program Image j‘ Settings
Action tems Security

+ Application Template
i Source Code Module

Options

N ==

‘... Version Information Securty:  [] Activated Security Block
o

Mote: Using security requires TWN4 with boot loader V1.20 or later.

Messages

- _______________________________________________
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10.5 Step 5: Specify Version Information (Recommended)

It is recommended to use a standard naming scheme for the firmware image. The information contained in
the file name of the firmware image will be used at several places and allows recognition of correct version
of a firmware image or TWN4.

Version information of TWN4 is therefore identical under following conditions:
* The name of the firmware image file itself.
+ Information contained on the label of TWNA4.

+ Version information returned by the application running on TWN4. This is applicable for firmware,
which allows request for the firmware version and is achieved via the system function GetVersionString.

 Version information returned by USB as product string

AppBlaster supports the naming scheme by offering a dialog, where appropriate information can be en-
tered:

* App Characters: These characters are 1 to 4 letters (‘'A’-’Z’) or digits ('0’-'9’). Please use at least 2
characters which identify the project.

» Version: The version always consists out of 3 digits, which can be set up here.
» App Description: You may do a short description of the project here.

Note: In front of every image which can be created there is a check box, which allows you to turn generation
of that image on and off. For source code projects there is only the option to select a single image.

J Source Code Project — m} X

u Save ﬁi"" Create Image é Program Image j’ Settings

Action kems Version Information

+ Application Template Version |
- Source Code Module App Characters:  TEST Vesion: 1 |2 . 0 &[0 | |
i~ General Options E— |
- Device Securty App Description:  Test Project

Project
Project Path:  Apps

Project:

Fimware Images
Fimware Image: @ TWN4_xKx507_TEST100_Test_Project bix

Messages

|
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10.6 Step 6: Create Image

Before a configuration can be tested, the firmware image must be created.

In order to create the firmware image, click button "Create Image". If the project never was saved before,
the project will be created in the sub directory "Apps". Otherwise, it will be created, where the project file
resides.

10.7 Step 7: Program Image

If the firmware image was created successfully it can be programmed into TWN4.

In order to program firmware image, click button "Program Image".

10.8 Step 8: Save Project (Recommended)

After finishing work, you may save entire information in a project file. Compared to the production image,
the project file allows to modify settings of the configuration later, the production image does not.

As a suggestion, AppBlaster will choose the name for the project file identical to the name of the production
image.
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11 Creation of Apps with make

Within AppBlaster there are limitations, which might not be acceptable by advanced users, such as:

» Only one file which contains the source code for the entire App. Especially bigger projects do have
a demand for splitting source code into several source and header files.

* Requirement to compile entire source code even in case of small changes.
» AppBlaster is a solution, which is away from well-known programming environments such as Eclipse.

The tools for creation of an App from a command line are part of the TWN4 developer pack. AppBlaster
is a graphical user interface (GUI) for the tool chain which resides in the subdirectory Tools. In order
to become more convenient with how an App is built, there is an option to display the command line
parameters during creation of an App. This option can be found in "Settings" of AppBlaster.
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12 Setting Up AppBlaster

There are a few settings, which can be made for AppBlaster. The settings can be accessed from both a
project dialog or dialog for programming firmware:

Configurable Project = (=

¥’
U Save ﬁj'_'.‘: Create Image é Program Image
- =

¥ . Program Firmware Image 5

Fimware Image:

» "Command Execution - Show Command Line": By activating this option, the commands, which are
used for creation of images are displayed in the protocol section. This is helpful, if you plan to set up
a project using make.

« "Command Execution - Delete Temporary Files": Turn this option off, if you are interested in tempo-
rary files, which are part of the compilation process.

» "Connection - Port": Use USB as long as TWN4 is connected via USB to the host (even virtual COM
port). If you are using TWN4 RS232, please select appropriate COM port here.

¥ Settings

Command Execution

[] Show Command Line
Delete Temporary Files

Connection

Port: |LUSE ]

0K Cancel
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13 Disclaimer

ELATEC GmbH reserves the right to change any information or data in this document without prior no-
tice. The distribution and the update of this document is not controlled. ELATEC GmbH declines all
responsibility for the use of product with any other specifications but the ones mentioned above. Any ad-
ditional requirement for a specific custom application has to be validated by the customer himself at his
own responsibility. Where application information is given, it is only advisory and does not form part of the
specification.

All referenced brands, product names, service names and trademarks mentioned in this document are the
property of their respective owners.
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